MANDATORY INSTALLATION OF 2
FACTOR AUTHENTICATION (2FA) FOR
ACCESSING GOVERNMENT EMAIL
SERVICES USING
KAVACH APPLICATION
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The below mentioned Error shows without Kavach app

O 8 & hitps X ® & N @ =

This Error shows

.. The username or password is incorrect. Verify
x that CAPS LOCK is not on, and then retype
the current username and password.

[\ : @lhmc-hosp.gov.in ..'

Forgot / Change Password?

Language:| English v



Minimum Requirements

Desktop:

*Windows 7 & above
*MAC 10.11
Ubuntu 19.04
*CentOS/RedHat 6.9

Mobile:

eAndroid OS: 2.3 and above
*i0S: 7.0 and above



Goto

https://kavach.mail.gov.in

In Every device


https://kavach.mail.gov.in/

Login Page-Kavach
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Secure User Login

Login

Enter your Government Email ID's Credentials



After entering your Credentials (User ID & Password)
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Secure User Login
B . — Enter OTP received
- on your registered
Please enter venfication code (OTF) sent i

I ) Resend otp

Mobile Number
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User

Manage Activated
Devices

Manage Wifi Devices

User Country Policy

Download

Windows Client

Mac Client

Linux Client

Linux{BOSS) Client

Android Client

O 8 nttpsy/kavach mail govir R

Below Screen appears

W © N &
9 ‘Dlhme-hosp.govin
v X

r* User Details
5.No User Logonld Authentication f
1 S mc-hosp.govi pushToken

n

Opening Kavach.msi

You have chosen to open:

15 Kavachmsi
which is: Windows Installer Package

from: hitps://kavach.mail.gov.in

Would you like to save this file?

| SaveFile

User Status

Unlocked

Cancel

For Windows

Windows Installer



&

User

Manage Activated
Devices

Manage Wifi Devices

User Country Policy

Download

Windows Client

Mac Client

Linuz Client

Linux(BOSS) Client

Android Client

Below Screen appears

O B hztps:.-",.-"ka»‘ac'r..mail.gw.in_ w

r* User Details
S.No User Logonld Authentication
g Opening app-releaseapk X
1 ) mc-hosp.govi pushToken You have chosen to open:
n
g app-release.apk

which is: BlueStacks Android Package File

from: https://kavach.mail.gov.in

What should Firefox do with this file?
Openwith  BlueStacks Apk Handler (defaut vl

r aK Cancel

Android Installer

e

‘@lhmc-hosp.govin

User Status

Unlocked



Installation Process of Kavach app in Windows

The installer will guide you through the steps required to install Kavach&uthentication on your
computer.

WARMNING: This computer program is protected by copyright law and intemational treaties.
Unauthorized duplication or distribution of this program, or any portion of it, may result in severe civil
or criminal penalties, and will be prosecuted to the maximum extent possible under the law.

#3 KavachAuthentication — 5 77 KavachAuthentication = b
Welcome to the KavachAuthentication Setup - Select Installation Folder -
Wizard 1 = 2 = T

The installer will install Kavachauthentication to the following folder.

To install in this folder, click “Mext”. To install to a different folder, enter it below or click “Browse"'.

Folder:

. -2 Browse...

Disk Cost...

Install KavachAuthentication for yourself, or for anyone who uses this computer:

() Everpone

The installer is ready to install Kavachbuthentication on your computer,

Click "Mext'' to start the installation.

Cancel < Back

ﬂ KavachAuthentication _ x ﬁl KavachAuthentication - X
Confirm Installation LA Installation Complete LA

Kavachauthentication has been successfully installed.

Click "Close" to exit.

Cancel < Back




Accept the Agreement & Enter Credentials
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. Flease enter your Email as Usernmame and
End vser litense agreement , :
assword to activate your License

==

COPYRIGHTS:

S| hmc-hosp.gov.in

-
Pf:

Enter your Gov

Email ID
Credentials

ACCEPT THE AGREEMENT >»




Enter OTP & You are all done

Please enter your Email as Username and
Password to activate your License

i lhmoc-hosp.gov.in

We have sent you a 6 digit activation code to

your registered mobile Mumber ==~ Please

enter that activation code in the boxes below
to complete your registration

Submit

f¥a not recefive any SMS? Ty again.

-@lhmc-hosp.gov.in

MNIC : webmail

g g L

hsecs

You are all done




Go to https:
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_ Enter your Gov

. Email ID's

Credentials

Forgot / Change Password?

Language:| English v

Version:| Default v


https://email.gov.in/

Now go to https://email.gov.in & follow the below steps

File Edit View History Bookmarks Tocls Help
» Ernail Web Client Sign In X == Home: Lady Hardinge Medic: X 1§ | s
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Login Request
Forgot / Change Password?

Language:| English v Accept Deny
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,/ Click the "Accept"
button for successful
Login


https://email.gov.in/

If Notification wizard not appeared then follow the below steps

& o

© ‘@lhmc-hosp.gov.in : * -@lhmechosn gov.in

2

NIC : webmail 2 Mol - webmail

55500 555
O T .y

e 1 secs

Click on this Pull
button to get
notification wizard

Or Copy this code
& Suffix this code
with your password
in email.gov.in
website & hit enter.

This Code will
change after every
30 sec




After Successful followed steps you can now access your Email

& C o O 8 & nttpsy//emailgovin/lang=en#] o ® & I\ @ =

Contacts ~ Calendar  Tasks Briefcase  Preferences  Login History  Video Tutorials

New Message Al | Reply || ReplytoAll || Forward | | Archive || Delete || Spam || @' 7| | Actions * 100 of 3202 messages | Read More || L View »

v Mail Folders OMt& e Fom @ Subject Folder Size  Received

J
. @qovun J

9, Inbox v

tj Sent

To view a message, dlick on it,

DO NOT

CLICK ON

EMAILS & LINKS
SENT FROM
UNKNOWN SENDERS



If still you found difficulty to
Login then register your
complaint on
Toll Free Number 1800111555

THANK YOU
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